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Abstract

There is an endeavor in the Human-Computer In-
teraction (HCI) community to create novel authenti-
cation schemes so that passwords finally become obso-
lete and practical security is enhanced. For this pur-
pose, researchers combine behavioral biometrics with
deep learning. However, because the process of creating
neural networks is inherently complex and each model
architecture has certain limitations, implementing re-
search prototypes is a time-consuming and challenging
task. Therefore, we present useckit, an open-source
toolkit that provides deep learning algorithms to sup-
port the creation of scientific evaluations in authenti-
cation research. Useckit provides multiple paradigms
for implementing user verification and identification,
functions to calculate common metrics, and neural net-
work architectures founded in literature. It is written
in Python and supports researchers and practitioners in
creating, implementing, and rigorously evaluating novel
deep learning-based authentication schemes.

1. Introduction
With the increasing number of personal devices peo-

ple interact with in their daily lives, the number of au-
thentications one performs per day is ever-increasing.
Today, personal identification numbers (PINs) and
passwords are still primarily necessary for this process,

a situation that has already persisted for 60 years [2].
However, there exists a broad consensus that passwords
are a predictable [17], imperfect technology [4] and that
the increasing number of uses leads to fatigue [41],
while the user is often regarded as the weakest link
in the security chain [1, 4]. Also, one in ten password
entries fails [6]. Thus, recent research has motivated
the need for user-centric approaches to authentication.

Besides knowledge-based methods, like PINs and
passwords, token- and biometric-based approaches to
authentication exist. Token-based approaches function
by the user possessing a token, such as a security key
that is used for authentication. From a technical per-
spective, these are highly secure. However, the token
must always be carried by the human user. Practi-
cal security is heavily impacted when the token is lost,
as the token finder can easily impersonate the original
owner. Instead, researchers recently focused increas-
ingly on biometrics [21, 13], which encapsulates the
means of authenticating a person by their true identity,
through biometric traits that either the body has (e.g.,
a fingerprint) or through traits imposed by human be-
havior (e.g., specific gait patterns or voice). However,
biometrics are sometimes criticized for being less se-
cure than their established alternatives. The argument
is that the computer that recognizes a human by the
biometric pattern can fail or be tricked, possibly grant-
ing access to an untrusted third party [14, 31].

20
24

 IE
EE

 In
te

rn
at

io
na

l J
oi

nt
 C

on
fe

re
nc

e 
on

 B
io

m
et

ric
s (

IJ
C

B
) |

 9
79

-8
-3

50
3-

64
13

-2
/2

4/
$3

1.
00

 ©
20

24
 IE

EE
 | 

D
O

I: 
10

.1
10

9/
IJ

C
B

62
17

4.
20

24
.1

07
44

48
8



While the argument of biometrics being theoreti-
cally less secure can undoubtedly be made, the sensing
and computing capabilities of computing devices in-
crease strongly as new devices incorporate an increas-
ing number of sensors. Also, innovations in artificial
intelligence and deep learning lead to the boundary of
biometric recognition being constantly extended [44],
as new approaches overcome previously established
barriers [8], due to their automated feature engineering
and computational power. As a result, biometric au-
thentication moved into the focus of researchers [2].
Biometrics particularly consider human factors, as
they can relieve users of the burden of authentication,
mainly when the created schemes occur through an im-
plicit interaction [43, 20].

However, creating deep learning-based biometric au-
thentication schemes is still challenging. On the one
hand, two biometric modes exist for authenticating
users, “verification” and “identification”, which define
the functionality of the authentication scheme [19].
Each mode has a set of specific metrics associated with
it that researchers need to report during evaluation,
ranging from accuracy, F1-score, and confusion matri-
ces to equal error rates and receiver-operating charac-
teristics. Next to the reporting, the implementation
itself also poses some challenges. Here, various ap-
proaches exist to implement biometric matching mod-
ules, like machine learning or deep learning methods.
These partly require special pre-processing functions
such as window slicing techniques [7, 24], which are
complicated to implement. Last but not least, scala-
bility is an issue, as deep learning models are costly to
train since certain approaches require re-training when
a single, new identity is added to the system.

To facilitate the creation of novel deep learning-
based authentication schemes, we introduce useckit.
Written in the Python programming language, useckit
is an open-source software library1 that integrates well
with the established data-science ecosystem and con-
nects deep learning paradigms with the automated cal-
culation of security-related evaluation metrics. Fur-
ther, it provides specialized pre-processing functions
such as window slicing. We thereby provide a free
and extensible toolkit that facilitates the creation of
new authentication schemes, employing state-of-the-
art deep learning algorithms and model architectures
to support researchers in conducting their evaluation.
Additionally, the design of useckit allows for mitigat-
ing limitations that specific, popular approaches have,
which are mainly related to the areas of closed-set and
open-set identification, supporting rigorous research.

1Useckit and its source code can be retrieved from https:

//useckit.behavioral-biometrics.org.
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Figure 1. Biometric Authentication Systems as described
by Jain et al. [19]. In any case, a user provides a biometric
sample through a sensor module. The system then pro-
cesses the sample, and the matching module provides an
output. Deep learning models are often used to implement
the matching module. Table 1 provides information on the
system’s input and output. The dashed arrow conveys a
claim of identity and exists only in verification mode sys-
tems.

2. Creating Biometric Authentication
Systems with Deep Learning

Following the description of Jain et al., biometric
authentication systems (cf., Figure 1) are composed of
a sensor module, a preprocessing function, a matching
module, and a database [19, 18]. The sensor module
is an interface that takes a biometric sample from the
user. Next, the sample undergoes a quality assessment
and other transformations in the preprocessing step,
such as specialized feature extractions. The processed
sample is moved to the matching module, which gen-
erates an output using information from the database.
The output is determined by the biometric authentica-
tion system’s mode, which is either set to “verification”
or “identification” [19, 18].

2.1. Implementing a Matching Module with Deep
Learning

Using deep neural networks in the biometric match-
ing module is desired for two reasons. First, they can
automate the feature extraction through their learning
process, and thus, they can exceed manually crafted
features, leading to higher accuracies [28]. Second, cer-
tain deep learning paradigms, such as models utilizing
distance learning, enable high scalability. Such models
are able to generalize to data that was unseen during
the training phase; hence, they can be trained on one
data set and applied to other data [42, 25]. Depend-
ing on the biometric authentication system’s mode,
the matching module receives different inputs and pro-
vides varying outputs, and each is specific to the deep
learning-based matching module (cf., Table 1).



2.1.1 Verification Mode

In verification mode, the system first receives a claim
of identity (cf., Figure 1), telling the system which user
account will be subject to the verification process. The
system queries the internal database of stored biomet-
ric samples to find the reference sample for the de-
sired user account [19]. Next, after preprocessing, the
matching module decides whether the provided bio-
metric sample is sufficient to grant the user access.
Notably, the samples in the database had to undergo
the same preprocessing as the matched (tested) sam-
ple. Here, an often utilized paradigm is to compute a
similarity measure between the reference sample and
the provided sample and to check whether the similar-
ity falls below a threshold. Users are accepted if the
computed similarity falls below the threshold value and
rejected if the value exceeds the threshold. Table 1 lists
applicable deep learning approaches.

2.1.2 Identification Mode

In the identification mode, the matching module does
not receive a claim of identity. Instead, it needs to find
the correct account of the user only by their provided
biometric sample [19]. To do so, many recent academic
works used classifiers for this task [38, 27, 28, 26, 23, 32,
29]. However, for identification, classifiers are limited
in two ways: first, the classifier must be retrained upon
adding a new class to the system. Second, a classifier
will classify all received data according to its trained
classes, even if the data is an (extreme) outlier, such
as an adversary attacking the system. This is due to
classifiers being unable to meaningfully reject any data,
which is a severe limitation for biometrics. Thereby,
one must distinguish between open-set and closed-set
identification, where the latter is implemented in many
works. A biometric system will always accept all users
using classifiers as their matching module; however, it
might assign the wrong classes. In contrast, open-set
classification can reject outliers and assign classes when
it finds the data to be familiar [3]. To implement open-
set identification, distance functions and autoencoders
can be used, as they can query the database for the
most similar sample. Through a threshold, they can
also perform rejections, enabling open-set identification
that classifiers can only hardly implement.

2.2. Scalability

Scalability is a property depending on the model
type. It becomes relevant when a new user is added
to the biometric system. Depending on the approach,
none, one, or all involved deep learning models need
to be retrained after a new insertion into the biometric

system’s database, which can cost significant resources.
Table 1 provides an overview. For instance, classifiers
must always be retrained when adding a new class to
the biometric system. In the case of autoencoders, only
one new model must be trained: the model associated
with the new person [9]. Noteworthy is the role of
the distance function, as no new model needs to be
trained here [42]. If a distance function can generalize
the aspects of similarity in a biometric sample, it can
generalize this knowledge to completely unseen data.
This allows for high scalability, even in a global set-
ting [25]. Recently, neural networks have been com-
bined with distance functions (such as the Euclidean
distance) to estimate the similarity between two in-
put samples [44]. Therefore, the neural network helps
provide a number that describes the similarity between
two biometric samples, where a lower number indicates
semantic similarity and a higher number indicates se-
mantic dissimilarity. This principle is called “distance
metric learning” [36, 22, 30]. Recent works by Miller R.
et al. and Schell et al. [42, 34] have shown the ap-
plicability in behavioral biometrics. One of the main
benefits is scalability, as deep metric learning can gen-
eralize to unseen data based on the created embedding.
Thereby, the training data of the system and the en-
rollment data can be different, which is virtually im-
possible for classifiers. Instead, the embedding and the
distance function can be extracted and used with pre-
viously unseen data, as no recreation of the embedding
is necessary to deal with new user identities [42].

3. Useckit
Useckit provides methods to implement a match-

ing module in biometric authentication systems and
supports the researcher in creating an evaluation by
providing methods to compute widely used biometrics-
specific key metrics. It creates a hierarchical folder
structure that contains serialized deep learning mod-
els, numerical metrics in text and JSON format, and
plots, being human and machine-readable at the same
time. Useckit is available for download via PyPI2.

3.1. Data set: Training, Validation, Test, Enroll-
ment, and Matching

Useckit requires the user to provide their data
in a data set object. Besides defining a training-,
validation- and test set with which the models are
trained, users can also provide an enrollment and
matching set, as these can differ. The first test data
set corresponds to the enrollment data of the trained

2Useckit can be installed from the python package index
(PyPI) via $ pip install useckit (cf., https://pypi.

org/project/useckit/#files).



Table 1. Overview of biometric authentication modes and their implications when employing algorithms such as classifiers,
distance functions (Distance Func.), or autoencoders (AutoEnc.) in the matching module. Input and output are related to
the system’s context (cf., Figure 1). The base chance describes the random guess probability for N classes, i.e., identities.
X symbolizes that the algorithm is suitable or unsuitable (×) for the given mode. The second symbol indicates scalability
when a new identity is enrolled: � symbolizes that all created deep learning models need to be retrained, � that only one
model needs to be trained for the added class, and � signalizes that no model needs to be retrained (i.e., ideal scalability).

Biometric Auth. Mode Input Output Base Chance Classifiers Distance Func. AutoEnc.

Verification Claim of Id., sample Accept / Reject 1/2 X � X � X �
Identification (closed-set) Only sample Identity 1/N X � X � X �
Identification (open-set) Only sample Identity / Reject 1/(N+1) × X � X �

system, stored in its database (cf., Figure 1), and the
second data set symbolizes the matching data provided
to be used in the testing phase. Here, it is possible to
set both the training and enrollment data to the same
object. However, cases might exist where this is not
desired (e.g., in deep metric learning). For example,
distance functions can generalize to data not seen dur-
ing training. Each data set is specified through two
arrays, one for the data and one for the labels. The
labels should be provided as strings or integers and
are automatically transformed into special forms by
useckit when required by the model (e.g., one-hot en-
codings will automatically be applied if required by the
model). Lastly, useckit supports using k-cross evalua-
tion through its data set class if insufficient data exists
for a hold-out validation style [39].

3.2. Preprocessing Functions

Useckit deliberately provides only a limited set of
preprocessing functions, such as window-slicing, major-
ity voting, and essential data checks, as preprocessing
often requires domain-specific functions, depending on
the biometric modality.

3.2.1 Window Slicing and Majority Voting

Useckit provides integrated support for window slicing.
Window slicing is a technique that takes a biometric
sample and creates new samples from it by applying
a sliding window of size s, moving at a stride w [24].
The window slides along the primary axis of the data,
which is usually the time axis in behavioral biomet-
rics, and extracts each segment of the original sample
into a new sample, potentially increasing system ac-
curacy [24]. Through window slicing, the number of
samples can drastically increase, potentially providing
more data for the deep-learning models to learn from
while shortening the individual timespan of each sam-
ple. Users are warned if any issues with the window
slicing parameters appear (e.g., the creation of incom-
plete slices). Special measures must be taken when
evaluating samples originating from a window-slicing
technique. It needs to be kept in mind that the slices

are not original material that, for example, a partici-
pant in a user study has provided. If, for example, n
biometric samples exist that were transformed into m
biometric samples during window slicing, then the eval-
uation would usually cover the question of how often,
given n biometric samples, a user can be recognized
through either verification or identification. Therefore,
it is essential to transform these intermediary m sam-
ples back to the original n samples. Useckit provides
automated support by performing this retransforma-
tion, utilizing majority voting functions by predicting
each sample individually and then deriving a consensus
from all predictions for each original sample.

3.2.2 Data Checks

Useckit automatically checks specific requirements im-
posed on the user’s data, such as if the data was nor-
malized correctly, e.g., if its values fall into the interval
of [−1;+1], and notifies the user if this is not the case.
Also, it tests if “not a number” (NaN) values are in
the data, which can lead to the deep learning models
becoming unable to learn. Such values can be easily
overlooked; useckit informs the user to prevent this.

3.3. Evaluation Paradigms, Models, and Methods

Useckit currently provides three different paradigms
that are derived from previous work to enable verifi-
cation and identification schemes. They are i) time-
series classification models (with categorical or binary
cross-entropy loss) [29, 32, 28, 15], ii) distance metric
learning models (with loss functions estimating sim-
ilarity) [42, 34, 30], and iii) anomaly-detection mod-
els (with loss functions based on sample reconstruction
error) [9]. These paradigms are to be understood as
a means for creating a usable security evaluation and
are comparable to choosing different system design ap-
proaches. Metrics from the final system may vary, with
useckit reporting the applicable ones.

3.3.1 Time-Series Classification Models

The models for time-series classification are adapted
from the survey on deep learning for time-series clas-



sification by Fawaz et al. [15] who released their
source code on Github3. These models were previ-
ously adapted from literature and were already tested
in usable-security evaluations [32, 28, 29] to a varying
extent of accuracy. The model architectures embed-
ded in useckit, which are based on the previous work
of Fawaz et al. [15] are i) a Time Convolutional Neu-
ral Network (Time-CNN) [48], ii) Multi-Layer Percep-
tron (MLP) [47], iii) Fully Convolutional Neural Net-
work (FCN) [47] (in two variants with “same” and
“valid” padding), iv) Residual Network ResNet [47],
v) Encoder [45], vi) Multi-scale Convolutional Neural
Network (MCNN) [10], vii) Time Le-Net t-LeNet [24],
viii) Multi-Channel Deep Convolutional Neural Net-
work (MCDCNN) [49], ix) Time Warping Invariant
Echo State Network (TWIESN) [46], and x) Inception-
Time (Inception) [16]. All classification models un-
dergo a supervised learning process in their training
phase and must be retrained if a new identity is added
to the system.

3.3.2 Distance Learning Models

Distance learning is performed through three different
Siamese models in useckit. Through supervised learn-
ing, siamese networks implement a distance function
similar to Euclidean or cosine distance functions, yet
the features are crafted by the neural network in an
embedding space. This means that siamese models can
be used to determine the similarity between two sam-
ples on a numerical scale, where 0 indicates equality
between two samples and values larger than 0 denote
an increasing difference in similarity between two sam-
ples. Siamese networks have been introduced by Brom-
ley et al. for the task of hand-written signature ver-
ification [5] and are also used for authentication [34].
For this, we provide a siamese network with a con-
trastive loss following the design and implementation
of Mehdi [33]. The contrastive network is based on an
offline pair-generation function that creates pairs (2-
tuples) of samples, where pairs are generated from the
data set and are automatically annotated by useckit,
whether they belong to the same class or not. Two sam-
ples from the same class are considered similar, hence
labeled with a 0, whereas two samples from different
classes receive a 1 as a label. In the training phase,
the network will try to extract knowledge of where the
within-class similarity between samples is located and
where differences exist in an intra-class setting. This
enables an estimation of similarity. Further, we provide
two default Siamese models that use triplet loss.

3Hassan Ismail Fawaz. Deep Learning for Time Series Classifi-
cation on GitHub. https://github.com/hfawaz/dl-4-tsc,
last retrieved July 15, 2024.

Listing 1. Low-level usage of Useckit, where a custom model
description is provided. The parameterization of the inter-
nal API enables flexibility. The function “my_model” cre-
ates a model architecture that is passed to TSCParadigm,
which then invokes training and evaluation functions.

1 # Note: imports are omitted.

2

3 # `evaluation_methods` receives a list of objects

4 # that follows an interface to implement custom

5 # evaluation methods. `model_description` takes a

6 # custom function that returns an architecture.

7

8 def my_model(input_layer: keras.layers.Input,

9 nb_classes: int) -> \

10 (keras.models.Model, list[Callable]):

11 layer_1 = keras.layers.Flatten()(input_layer)

12 # ... (additional model layers)

13 layer_last = keras.layers.Dense(nb_classes,

14 activation='softmax')(layer_1)

15 model = keras.models.Model(inputs=layer_1,

16 outputs=layer_last)

17 model.compile(optimizer='adam',

18 loss='categorical_crossentropy',

19 metrics=['accuracy'])

20 return model

21

22 tsc = TSCParadigm(

23 evaluation_methods=[TSCIdentification()],

24 prediction_model=TSCKerasModel(

25 model_description=my_model, nb_epochs=1000)

26 )

27 tsc.evaluate(dataset) # run evaluation

Schroff et al. introduced triplet loss for biometric
face verification tasks [44]. It extends the contrastive
loss by creating 3-tuples from the given data, where
an anchor sample is paired with a positive and nega-
tive sample. Positive samples originate from the same
class as the anchor sample, and negative samples come
from a different class. We follow the implementation of
Morgan that uses online learning and utilizes the triplet
loss functions provided in the TensorFlow addons [35].
Additionally, we provide an offline learning variant, fol-
lowing the design of Essam and Valdarrama [12]. This
model type can generalize to entirely different data not
seen during training. Therefore, the training and en-
rollment data can differ for the respective purpose. It is
not required to retrain distance learning models to add
new identities to the system, and they are particularly
renowned for their scalability [25].

3.3.3 Anomaly-Detection Models

Anomaly Detection takes place through variational au-
toencoder models [11], as demonstrated by Chen et
al. [9]. For each identity, i.e., for each class in the data
set, useckit automatically trains one autoencoder. Af-
ter training, the autoencoder receives a new sample and
tries to reconstruct it.



Listing 2. Python code to create a data set in useckit and to
run a high-level identification evaluator. A distance learn-
ing evaluator facilitating a Siamese neural network and a
time series classification model are created [5, 15].

1 import numpy as np

2 import useckit

3 from useckit.Evaluators import \

4 TSCEvaluator, DistanceLearningEvaluator

5

6 # `DATA` and `LABELS` contain the original data

7 x_train: np.ndarray = DATA[SESSION == 1]

8 y_train: np.ndarray = LABELS[SESSION == 1]

9 x_test: np.ndarray = DATA[SESSION == 2]

10 y_test: np.ndarray = LABELS[SESSION == 2]

11

12 # Create a useckit dataset object.

13 DATASET = useckit.Dataset(

14 trainset_data = x_train,

15 trainset_labels = y_train

16 testset_enrollment_data = x_train,

17 testset_enrollment_labels = y_train,

18 testset_matching_data = x_test,

19 testset_matching_labels = y_test)

20 verbose: bool = False # sets output verbosity

21 epochs: int = 1000 # number of training epochs

22

23 # runs default distance learning models

24 dle = DistanceLearningEvaluator(DATASET,

25 epochs=epochs,

26 verbose=verbose)

27 dle.evaluate()

28

29 # runs default time series classification models

30 tse = TSCEvaluator(DATASET,

31 epochs=epochs,

32 verbose=verbose)

33 tse.evaluate()

As a result, the success of the reconstruction can
be measured by the mean square error in the recon-
struction. It has been shown that reconstruction works
better for the class that the autoencoder was trained
with and worse for other classes [40]. A limit of the
acceptable amount of error in reconstruction can be
set, shielding the trained class from anomalies that fall
outside this class. In contrast to other methods, au-
toencoders utilize unsupervised learning. A new au-
toencoder needs to be trained to add a new identity to
the system.

3.3.4 Extensibility for Custom Architectures

Users can also provide their own model architectures to
run within useckit. Every of Useckit’s three paradigms
inherits from “ParadigmBase” and can be provided a
prediction model and an array of evaluation methods.
The prediction model inherits from the abstract base
class “PredictionModelBase”, which provides an inter-
face that needs to be implemented for methods to fit
its model and to perform a prediction, as well as for

serialization and deserialization to and from disk. Fur-
thermore, the evaluation methods all derive from an
abstract base class “EvaluationMethodBase”, and im-
plementing its ”evaluate”-method allows for execution
by useckit. Custom models can be provided as func-
tions passed to useckit (cf., Figure 2 and Listing 1).

3.4. Evaluation Methods

Useckit provides three different evaluation methods
for i) verification, ii) closed-set identification (identifi-
cation without reject), and iii) open-set identification
(identification with reject). The identification meth-
ods automatically provide reports on the classification
accuracy, reporting metrics such as accuracy, macro av-
erage, and weighted average over all classes, as well as
precision, recall, and F1-score. The reports are saved as
plain text files to disk and in machine-readable JSON
format, which can be used for statistical analysis of
the deep learning model’s performance if desired by
the researcher. Such JSON files can easily be imported
to other tools, such as R, that are desired for their
statistics ecosystem. Listing 3 provides an overview of
a generated directory’s structure. For the verification
mode metrics, useckit provides accuracy, precision, re-
call, sensitivity, and specificity calculations. Addition-
ally, useckit enables calculations of the equal error rate
(EER), receiver operating characteristic (ROC), and
area under the ROC curve (AUC / AUROC). Users
can also specify custom evaluation methods to calcu-
late specialized metrics through the API.

Listing 3. Hierarchical filesystem structure generated by
useckit, containing a folder per model with classification
reports as text and JSON files, serialized deep learning
models as hdf5-files, execution timings, and PDF plots.

1 useckit_out_<timestamp>

2 ├── experiment_1_DistanceMetricParadigm_-

3 │ ContrastiveKerasPredictionModel

4 │ ├── evaluation_identification

5 │ │ ├── classification-report.json

6 │ │ ├── classification-report.txt

7 │ │ └── confusion-matrix.pdf

8 │ ├── keras_pred_model_out

9 │ │ ├── best_model.hdf5

10 │ │ ├── history_acc.pdf

11 │ │ ├── history_loss.pdf

12 │ │ ├── last_model.hdf5

13 │ │ └── model_init.hdf5

14 │ ├── paradigm_experiment_1_-

15 │ │ DistanceMetricParadigm_-

16 │ │ ContrastiveKerasPredictionModel.pkl

17 │ └── timing.txt

18 ├── experiment_2_[...]

19 │ └── [...]

20 [...]



3.5. High-Level API

For each of the paradigms, useckit also offers a
high-level API. Instead of creating and customizing
the paradigms individually, all of useckit’s pre-defined
models can be executed simultaneously. For this case,
useckit provides a “TSCEvaluator” that automatically
evaluates all included time-series classification mod-
els, a “DistanceLearningEvaluator” that automatically
runs the contrastive loss and online triplet loss models,
and an “AnomalyDetectionEvaluator”, automatically
training and evaluating the approach realized through
variational autoencoders. Here, useckit provides de-
fault models and hyperparameters. Listing 2 provides
an example of creating a data set and running an eval-
uation with the “TSCEvaluator”. The design of the
classes is kept intentionally simple so that the library
user can provide it with their preprocessed data and la-
bels and receive a broad impression of all approaches.
At last, an “AutoEvaluator” exists, which runs all eval-
uators for the three paradigms. However, due to the
range of tested approaches in the high-level API, the
execution can take considerable computational time.
GPU execution is supported and substantially reduces
the required time.

4. Case Study
In the following, we report on a case study in which

we apply useckit4. To do so, we recreate a previous
behavioral biometrics study with a publicly available
data set on the internet [27].

4.1. Preparing the Data Set

The case study uses a data set that consists of be-
havioral biometric data elicited in virtual reality (VR).
It contains behavioral data from 16 participants who
interacted with eight different virtual user interfaces
(e.g., pressing a virtual button) through hand tracking
in VR. The data set contains the position and rota-
tion data of each point of the hand model, resulting in
182 features per sample. In the following, we focus on
the “button scene” where participants pressed a vir-
tual button. This interaction was repeated 12 times
per participant, in addition to a session-repetition on
a second day.

4.2. Using Useckit

The case study consists of 7 steps. In the first two
steps, we load essential libraries and download the data
set from the internet. Then, in the third step, we

4The source code for the case study is available in the file
“examples/useckit-high-level.ipynb” that is distributed as part
of useckit’s source code.

load the tabular data from their tabulator-separated
format from the disk into memory. Next, in the fourth
step, we inspect the data by creating descriptive statis-
tics, especially over the lengths of each sample. Each
button press in virtual reality had a different length
in milliseconds, ranging between 397 and 665 frames
(M = 458, SD = 31) at a sampling rate of 72 Hz.

4.3. Preprocessing

For preprocessing, we create a coordinate transfor-
mation by subtracting all positional columns from the
first row’s value, therefore, centering the positions with
regard to the initial value. By applying this transfor-
mation, we receive only the relative movements of the
head-mounted display and remove any imposed bias
that could be introduced by, e.g., participants stand-
ing at a distinct location in the tracking space. Then,
we extract the actual button interactions. We do so by
checking when the button reported in the events col-
umn that a press had started and when a subsequent
release was initiated.

We remove all data before and after these points in
time per sample, with an additional respective margin
of 1 second to capture the movement of the hand to
and from the button, i.e., before and after the press.
Since all participants were right-handed, we discarded
all data from their left hand and set all missing values
to zero to fill gaps created by tracking loss. Also, we
apply a min-max-normalization as the final step of pre-
processing. In the sixth step, we provide this data with
the labels to useckit by creating a data set object. We
set the training, validation data, and enrollment test
set to the data obtained in the study’s first session
and perform a hold-out validation by testing only with
the data obtained from the study’s second session by
setting this to the test matching data.

4.4. Model and Results

In the seventh step, we create an evaluator for each
paradigm and run their evaluation method. Particu-
larly the TSCEvaluator creates results that are easily
comparable to the results of the original study [27].
Here, ResNet reports the best accuracy, a closed-set
accuracy of 51.56%, which is slightly better than the
original publication’s reported accuracy of 49% [27].
An overview of the generated files can be found in
Listing 3, where the classification report generated by
scikit-learn provides key metrics such as accuracy, pre-
cision, recall, F1-score, prevalence, and bias [37]. Fur-
thermore, a confusion matrix as PDF is created, and
the trained models are serialized to disk.



5. Conclusion
We introduce “useckit”, a free and open-source library
intended to help with evaluations in human-centered
security, where researchers seek to create novel, deep
learning-based schemes for personal authentication.
Useckit provides vital support by implementing three
paradigms that can be used for user verification, closed-
set, and open-set identification tasks.
Furthermore, useckit encompasses classification net-
works together with two other approaches to distance
learning and anomaly detection, which are all suit-
able for user authentication in previous works. Ad-

ditionally, next to providing predefined models and
approaches, useckit is flexible and extensible so re-
searchers can quickly extend the provided interfaces.
Depending on the biometric authentication system’s
mode, useckit generates key metrics for identification
such as accuracy, F1-score, and confusion matrices, but
it can also perform thresholding operations to gener-
ate equal-error-rate plots and receiver-operating char-
acteristics curves for user verification. Hence, useckit
contributes to the creation of novel academic works by
facilitating the evaluation of such works, as shown in a
case study on a real behavioral biometric data set.
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Figure 2. Unified Modeling Language (UML) class-diagram of the internal object-oriented structure of useckit, depicting
the most important structures. The names of some functions have been shortened to increase readability.
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