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Figure 1: An increasing number of devices can benefit from knowing the user’s identity to allow for adaptation and personal-
ization (left). While passwords still dominate for over 60 years now, they fall short in terms of usability and user experience,
as they increasingly overwhelm users mentally, and entering them on many devices is cumbersome, for example, in virtual
reality (middle). Behavioral Biometrics is becoming a viable alternative to traditional authentication schemes and supersedes
their counterparts (e.g., traditional biometrics such as fingerprint scanners (right)) in terms of user experience and usability as
they often do not need explicit interactions but are implicit instead, allowing for continuous authentication.

ABSTRACT

The trend of ubiquitous computing goes in parallel with ubiquitous
authentication, as users must confirm their identity several times
a day on their devices. Passwords are increasingly superseded by
biometrics for their inherent drawbacks, and Behavioral Biometrics
are particularly promising for increased usability and user experi-
ence. This course provides participants with an introduction to the
overall topic, covering all phases of creating novel authentication
schemes. We introduce important aspects of evaluating Behavioral
Biometrics and provide an overview of technical machine-learning
techniques in a hands-on session, inviting practitioners and re-
searchers to extend their knowledge of Behavioral Biometrics.
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1 INTRODUCTION

With today’s computing devices’ ubiquity and their overall increas-
ing number, the number of times a person has to prove their identity
per day to a computing system is also ever-increasing. Proving one’s
identity to a computing system (i.e., the process of authentication) is
critical to ensure security and data privacy on the device. Addition-
ally, knowing the user’s identity also allows for personalization and
adaptation of the device; hence this information is almost always
required in any computing system used by humans. Consequently,
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the trend of “ubiquitous computing” demands “ubiquitous authen-
tication” in everyday life as well.

Users who interact with a computing device do so by usually fol-
lowing a primary task. However, the execution of the primary task
is often interrupted by a required explicit interaction demanded
by the device from the user. For example, the task of sending a
message on a smartphone to another person is interrupted by the
lock screen that demands the entry of a Personal Identification
Number (PIN) from the user after the smartphone is activated and
before the message can be sent. Nevertheless, with each device, the
process of authentication is subject to the device’s sensing capa-
bilities, which vary widely; for example, proving one’s identity to
a website displayed on a notebook is widely different compared
to authenticating on a smartwatch, which offers different input
modalities. Traditional biometrics (e.g., fingerprints) are often sim-
ilar to PINs or passwords in terms of demanding user’s explicit
interactions, such as having them move their finger explicitly to
a fingerprint scanner (cf., Figure 1). Behavioral Biometrics in con-
trast promises to ease this process as they often can be elicited in
an implicit way from the user without the user having to actively
deal with the authentication system (e.g., user’s typing behavior
on smartphones [3, 4], their interactions in virtual reality [5, 7-10],
or gaze behavior [6]).

For over sixty years, passwords have been the primary method
used for authentication. Yet, there exists a wide consensus that
passwords are insecure, and users are increasingly overwhelmed
by them [2]. As a consequence, alternative methods for user au-
thentication moved into the focus of research, where particularly
Behavioral Biometrics has become a viable alternative, as they are
very well suited for implicit and continuous authentication, which
bear unique quality attributes and promise an enhanced user expe-
rience and usability [2].

1.1 Unique Benefits of Behavioral Biometrics

Utilizing Behavioral Biometrics is particularly beneficial for two
reasons. First, they allow for implicit authentication, which means
that they are particularly well suited to detect their user’s iden-
tity without demanding explicit actions from the user [2]. Instead,
implicit authentication methods use behavioral characteristics of
the interaction that users perform with regard to their primary
task for authentication [2]. Thereby, they can ideally authenticate
users without interruption seamlessly in the background [2]. This
is practical for usability, as users do not have to invest time in in-
teracting with the authentication process. It also benefits their user
experience, as their primary task is not interrupted.

Second, as the device can implicitly sample the user’s behavior,
the device can authenticate the user continuously [14]. Continu-
ous Authentication (CA) stands in contrast to static authentication,
which is currently most often performed [14]. In static authenti-
cation, the device checks the user’s identity at the beginning of a
session and unlocks itself [14]. However, if another person starts
using the device, it will remain unlocked for that person. Contin-
uous authentication changes this security issue, as a continuous
authentication system frequently checks the current user’s iden-
tity implicitly based on their behavior. Thereby, the device can
lock itself by recognizing that another person uses it, effectively
increasing security over what static authentication can offer.
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1.2 Scope of Course

We first provide the theoretical foundations of authentication, con-
nected aspects, and terms concerning their utilization in intelligent
user interfaces. We do so by pointing out their strengths and weak-
nesses to aspects connected to Human-Computer Interaction (HCI),
such as their implications for usability, user experience, and the
system’s security. We furthermore point out key aspects to consider
when creating novel academic works within the domain, which we
underline with key elements elicited from the scientific community
and provide guidance around typical pitfalls. Finally, we complete
the course with an introduction to machine learning approaches
for Behavioral Biometrics, covering the steps of data analysis, visu-
alization, preprocessing, models, and metrics.

2 TARGET AUDIENCE

This course addresses researchers and practitioners working in us-
able security at the crossroads of HCI and human-centered security,
who work on creating novel mechanisms for user authentication.
While the course primarily provides insights into the complete
workflow of creating a novel academic contribution to the field, we
also address participants with previous experience, as we provide
insights from a survey on Behavioral Biometrics among the scien-
tific community that explains what aspects are most often valued
and criticized in novel works, thus should be considered.

3 PREREQUISITES

This is a stand-alone course that does not build on another course.
The participants should prepare themselves for the course in an
appropriate way that is communicated beforehand, while we try to
keep any overhead of preparations low. Programming knowledge
in Python is recommended to participate in the hands-on session.

4 COURSE OVERVIEW

The course is divided into two parts that build on each other and
last 75 minutes each. The first part includes:

Introduction & Foundations. We introduce the overall topic of
authentication, covering aspects of user recognition such as be-
havioral biometric modalities and the modes of verification and
identification, which are used to secure information and enable
which personalization of computing devices. Here, we establish a
relationship with intelligent user interfaces. Additionally, quality
dimensions such as implicitness and continuity and their relevance
for usability and user experience are outlined and discussed.

Evaluation & Metrics. We present insights into how to evaluate a
novel academic work and discuss the associated metrics (e.g., FAR,
FRR, EER, F1-Score) among balanced and unbalanced datasets. We
also discuss pitfalls to be aware of when designing a behavioral
biometric authentication scheme. Additionally, the issues connected
to open-set and closed-set identification are highlighted, and their
implications on the employed machine learning models.

Academic perspective. We conclude the first part with insights
from a survey conducted in 2022 among the scientific community
on the key questions, what is most commonly valued and criticized
in novel academic work. We also highlight indicators of rigor. Ex-
amples include study design and variables, the reported metrics,
and an appropriate split of training, testing and validation data.
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The second part of the course is the hands-on session. We pro-
vide an application that enables participants to capture behavioral
biometric data on stand-alone virtual reality head-mounted dis-
plays [7, 8]. Participants’ data is made available to participants in
real time through a shared database. We will provide approximately
15 Meta Quest 2 devices with the application installed so that par-
ticipants can elicit their own data that they will then explore and
build an authentication system around, which is then evaluated.

Data elicitation. In the beginning, we will give participants the
opportunity to capture their own behavioral biometric data on a
virtual reality head-mounted display that we provide. Participation
in this step is voluntary as we will additionally provide a backup
dataset that is supported by a video of the elicitation.

Data Analytics & Visualization. Next, we provide Jupyter note-
book templates in an easy-to-use environment (e.g., Google Colab
or Jupyter) to participants that fetch data from the shared database.
We introduce participants to common data exploration techniques,
such as descriptive statistics on features and visualization tech-
niques. Here, we use Python libraries such as pandas, matplotlib,
and scikit-learn. We will focus on finding anomalies within the
data that might result in side effects for evaluating a behavioral
biometric system.

Machine Learning & Evaluation Metrics. Finally, we will guide
participants in creating a machine-learning algorithm to enable
the authentication process. We will focus on algorithms that are
quick in execution (e.g., Random Forest) and are explainable to a
certain degree. In the last step, we will show how to generate the
standard metrics to be reported on in an academic publication, as
well as any relevant previous preprocessing steps (e.g., trimming
and normalization).

Course Format. The course is planned as an in-person event at
CHI 2023, with a theoretical and practical part. Participants are
encouraged to bring a notebook to participate in the practical parts
and may have to install certain operating-system independent tools
beforehand. Further information will be distributed in advance.

5 PRACTICAL WORK

In the practical hands-on session, we will enable participants to take
part in the complete process of creating an authentication system
using behavioral biometrics. The process requires three steps: i)
data elicitation, ii) data exploration and visualization, and iii) the
creation of an authentication system with the evaluation through
key metrics.

For this purpose, we use head-mounted displays and a virtual
reality application, which we provide and which makes the data
recorded in the course accessible in real-time for all other par-
ticipants. Providing the data is, of course, a voluntary action to
participate in. The head-mounted displays will be shared in small
groups of participants (approx. 3 + 1 person). Additionally, we will
provide a backup dataset.

The data collected in this way will be used in the next step
by the participants to develop an authentication mechanism. In
this process, Python will be used, including the common stack of
scientific software libraries. We guide this process by supporting
the participants and providing appropriate templates to embed their
code.
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6 RESOURCES

This course’s informative course materials (slides, manuscripts,
Jupyter notebooks, and the data) will be made available to partici-
pants electronically under a free license. Distributed source code
used during the course will also be provided under the MIT License.
For the practical work, this course requires a stable WiFi connec-
tion for the instructors and participants as well as a room with a
free and even space of at minimum 3x3 meters. Participants ideally
bring a notebook to participate in the hands-on session.

7 INSTRUCTORS

Jonathan Liebers obtained a bachelor’s and master’s degree in com-
puter science at the University of Duisburg-Essen. He currently is a
Ph.D. student at the Human-Computer Interaction Group, Univer-
sity of Duisburg-Essen and his research interest lies mainly within
the field of usable security and implicit identification, particularly
XR [7-9].

Uwe Gruenefeld is a postdoc researcher in human-computer in-
teraction at the University of Duisburg-Essen, Germany. During his
fellowship-funded Ph.D. at the University of Oldenburg, he focused
on AR and VR technology. After his Ph.D., his research centered
around cross-reality systems, usable security, and privacy. Uwe has
been a tutorial and workshop chair for different conferences and
organized various tutorials and workshops. He co-authored various
publications within the field of usable security [1, 7-9, 11].

Daniel Buschek leads a research group at the University of Bayreuth,
Germany. In his research, he combines HCI and Al to create user
interfaces that enable people to use digital technology in more
effective, efficient, expressive, explainable, and secure ways. His
published research includes work on behavioral biometrics for mo-
bile devices and VR. He has given a course on Intelligent User
Interfaces at CHI’21 [13].

Florian Alt is a professor for Usable Security and Privacy at the
Research Institute CODE (University of the Bundeswehr, Munich).
Florian looks at the role of humans in security-critical systems,
focusing on topics related to behavioral biometrics, physiologi-
cal security, and usable security in novel application areas, such
as smart homes and VR. Florian was a subcommittee chair for
CHI'20 and CHI'21. He has previously run workshops and courses
in CHI'21 [12].

Stefan Schneegass is an assistant professor of human-computer
interaction at the University of Duisburg-Essen. His research inter-
ests include the crossroads of HCI and ubiquitous computing, par-
ticularly the development of implicit authentication mechanisms.
Schneegass received a Ph.D. in computer science from the Univer-
sity of Stuttgart, Germany.
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