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ABSTRACT
Authentication in virtual reality (VR) is a challenging topic since
the common input modalities in VR (e. g., hand-held controllers) are
limited and easily observable from the perspective of a bystander.
Yet, as applications in VR are increasingly allowing access to pri-
vate information and commercial applications appear (e. g., virtual
shopping, social media), the secure identification and verification
of a person is a major concern. This challenge is aggravated, as
the wearer of a head-mounted display (HMD) does not perceive
the surrounding real environment through the HMD. As more and
more HMDs are released to the market with built-in eye-tracking
functionality, we seek to understand how we can seamlessly utilize
gaze-based authentication and connected methods in VR applica-
tions.

CCS CONCEPTS
• Security and privacy → Usability in security and privacy; •
Human-centered computing → Human computer interaction
(HCI).
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1 INTRODUCTION
Authentication continues to be an important research topic, as
new technologies appear and enter the consumer market. One ex-
ample are applications in virtual reality (VR) and the associated
head-mounted-displays (HMD). Applications for VR often require
knowledge about the identity of a person, as they can serve pri-
vate information to the user (e. g., social media) or can be utilized
commercially (e. g., in-app purchases, virtual shopping). We expect
that with the growing VR market the need for secure and usable
authentication methods will further expand in the future.

Research has shown that the common input modalities for HMDs
are insecure for the purpose of authentication (e. g., entering a PIN
or password throughout a controller) [George et al. 2017]. Not only
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is this interaction of entering the PIN or password easily observable
by a third party, (i. e., a shoulder-surfing bystander), the person
that wears the HMD is furthermore not able to perceive his or her
environment, thus being easily exploitable [George et al. 2017].

We believe that eye-tracking and especially gaze-based authen-
tication methods can solve this problem of authentication in VR
to a great extent. Currently, more and more HMDs are released to
the market that include a built-in eye-tracking-system (e. g., HTC
Vive Pro Eye1, 2 or Pico Neo 2 Eye3). Gaze-based authentication
is also favorable from a security perspective, as the eyes of a user
in VR are covered by the HMD and not visible from the outside,
reducing the potential attack vector to a minimum (e. g., mimicry
attacks) [Kumar et al. 2007].

Instead of employing the traditional, knowledge-based authenti-
cation methods in VR, we argue to focus on the utilization of gaze-
based behavioral biometric authentication methods. The reason lies
within the unique benefit of behavioral biometrics to allow implicit
authentication. This type of authentication does not interrupt the
interaction of a user with a VR system due to the need of perform-
ing an authentication, as it is performed throughout actions, the
user “would carry out anyway” [Jakobsson et al. 2009]. Behavioral
biometrics share this feature inherently with functional biometrics
[Liebers and Schneegass 2020]. The required visual stimuli can ide-
ally be seamlessly integrated into the virtual environment, making
the gaze-based authentication unnoticeable and more secure than
current approaches.

2 AUTHENTICATION IN VR
Traditional authentication methods such as PINs, passwords or
pattern locks have been implemented for virtual reality applica-
tions [Yu et al. 2016]. Only a very few authentication methods were
specifically designed for usage in VR and take advantage of the
possibilities [John et al. 2018; Khamis et al. 2018; Lohr et al. 2018].

To fulfill the requirements for secure and usable authentication
in VR, behavioral biometrics can be employed. Mustafa et al. have
created a system that classifies motion sensor data from the HMD,
reporting an equal error rate of 7% [Mustafa et al. 2018]. Similarly,
Shen et al. implemented a gait recognition system based upon
the HMD’s sensors [Shen et al. 2018]. Pfeuffer et al. utilized body
motion and body relations by letting the users of the HMD perform
tasks such as as pointing, grabbing, walking, or typing [Pfeuffer
et al. 2019]. Kupin et al. created a similar approach by imposing
a task upon the user such as throwing a ball and comparing the
trajectories of the pick-up, poising and throwing motion [Kupin
et al. 2019].

1https://www.vive.com/de/product/vive-pro-eye/
2https://pupil-labs.com/products/vr-ar/
3https://www.pico-interactive.com/us/neo2.html
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In contrast to authentication methods that are especially suited
for VR, authentication methods based on gaze characteristics are
well established. The approaches range from the classification of
saccades [Rigas et al. 2016] and smooth pursuit movements [Khamis
et al. 2018] to the triggering of reflexive eye movements [Sluganovic
et al. 2016] and pupil characteristics [Yano et al. 2013]. Traditional
gaze-based password entry is also a possibility [Kumar et al. 2007].

3 CONCEPT
To leverage security in virtual reality applications, we argue for fully
utilizing the benefits of behavioral gaze-based biometrics in virtual
environments. We envision a continuous, implicit authentication
system based upon the HMDwith no external requirements. Several
objects and elements within a virtual environment can be used as a
stimulus to enable the authentication.

Dynamically moving elements. When an object in virtual reality
is intended to catch the attention of a user, gaze guidance tech-
niques are often employed to make the user focus on the targeted
object [Grogorick et al. 2017]. Using a gaze guidance technique
such as dynamic stimulus positioning, we can induce smooth pur-
suits and saccadic eye movements in a controlled manner that can
be classified based upon user specific characteristics usable for
authentication [Rigas et al. 2018].

Interaction. Similar to selecting an object with a mouse in a tradi-
tional computing environment, an interaction with a virtual object
is preceded by a saccade and a fixation. This opens up the oppor-
tunity to analyze the gaze behavior of the saccade and fixation for
user specific information, from which an assumption about the
identity might be derived. Moreover, the interaction with elements
and the environment is fully controllable in VR. When a user ex-
amines a virtual object in detail, vestibulo-ocular movements could
be measured for specific characteristics. The abrupt presentation
of new information in the field of view can trigger reflexive eye
movements [Sluganovic et al. 2016]. Also, a variation of the bright-
ness of the virtual environment can lead to a controlled change in
pupil diameter [Yano et al. 2013]. Furthermore, we envision that
some unique metrics can be gathered from the negative effects of
the vergence accomodation conflict [Kramida 2015] especially in
connection with the pupil diameter and the imposed fatigue.

4 CONCLUSION
As authentication in virtual reality (VR) is a difficult topic due to
the limited input modalities that common hand-held controllers
provide, we give an overview of usable elements in a virtual envi-
ronment that can serve as a stimulus. Thereby we seek to incor-
porate well-understood gaze-based authentication methods in VR
by utilizing those elements, enabling a secure and usable process
of authentication, that ideally is implicit. Therefore we provide a
research direction to leverage usable authentication methods.
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